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(57) Abstract: An Ethernet protection system includes an Ethernet communication device operable to be connected to first and 
second Ethernet lines forming a parallel connection. The Ethernet communication device is able to select the first Ethernet line and 
transmit and receive data over the first Ethernet line, and upon detecting a fail ure in the first Ethernet line, automatically selelct the 
second Ethernet line and transmit and receive data over the second Ethernet line. 
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ETHERNET PROTECTION SYSTEM 

This application claims benefit of United States Provisional Application 
5 Ser. No. 60/296,058, entitled "Self Protected Dual Ethernet Connection" which 

was filed on June 5, 2001, the entire disclosure of which is incorporated herein by 
reference. 

BACKGROUND 

1 . Field of the Invention 

10 The present invention is related to the field of data communications. 

More specifically, the invention relates to protecting a network connection 
between two Ethernet devices in the network. Such connections may include, 
for example, a connection between a SONET network element and an Ethernet 
switch. 

15 

2. Description of the Related Art 

Several techniques exist for protecting network connections, such as in a 
Local Area Network (LAN) or a Wide Area Network (WAN). Two popular 
protection schemes are the spanning tree protocol, which is documented in the 
20 IEEE 802. ID standard, and trunking, which is documented in the IEEE 802.3ad 
standard. 

The spanning tree algorithm allows Ethernet devices, such as bridges and 
switches, in an Ethernet network to dynamically create a loop-free set of paths. 
Loops in an Ethernet network may result in forwarding loops, in which broadcast 

25 and multicast traffic circulates endlessly and continues to grow as new broadcast 
and multicast traffic is transmitted. Eventually the traffic rate gets so high that 
the Ethernet network is saturated. The spanning tree protocol provides network 
protection at the LAN level by building a complex hierarchical management 
structure between all Ethernet devices in the network. A special management 

30 protocol is regularly broadcast between each Ethernet device to monitor the 
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network topology and to detect fault conditions. If one leg or section of the path 
is interrupted or fails, the spanning tree algorithm allows the Ethernet network to 
dynamically build another loop-free set of paths. However, depending on the 
complexity of the Ethernet network, the spanning tree algorithm may be complex 
5 to implement, and a significant amount of time may be required for network 
reconfiguration in the event of a failure on one of the paths. 

The trunking protocol provides a means to aggregate multiple links 
between two Ethernet devices. While normally a loop condition occurs when 
parallel connections are established between Ethernet devices, trunking 

10 eliminates this loop condition by treating the parallel connections as an 

aggregation group or a single link. Traffic is load shared across the parallel 
links, and thus trunking makes for a fault tolerant connection. When one or 
multiple links fail, the aggregation group will converge to a new configuration. 
However, the bandwidth provided by the failed links is lost. Furthermore, there 

15 is no direct expansion of the standard to work with optical transport equipment, 

such as SONET/SDH equipment. Finally, all links in the aggregate group need to 
be configured in duplex mode and have the same bandwidth. 

SUMMARY 

20 An Ethernet protection system comprises an Ethernet communication 

device operable to be connected to first and second Ethernet lines forming a 
parallel connection. The Ethernet communication device is able to select the first 
Ethernet line and transmit and receive data over the first Ethernet line, and upon 
detecting a failure in the first Ethernet line, automatically select the second 

25 Ethernet line and transmit and receive data over the second Ethernet line. 

An Ethernet protection system for protecting an Ethernet connection 
defined by first and second Ethernet lines forming a parallel connection 
comprises a first Ethernet mapper card, a second Ethernet mapper card, and a 
switching device. The first Ethernet mapper card is operable to be connected to 

30 the first Ethernet line, and the second Ethernet mapper card is operable to be 
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connected to the second Ethernet line. The switching device is connected to the 
first and second Ethernet mapper cards and a communication line, and is operable 
to switch a connection to the communication line between the first and second 
Ethernet mapper cards. 

5 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 is a block diagram of an Ethernet protection system protecting an 
Ethernet connection between two Ethernet devices; 

FIGS. 2 and 3 are more detailed block diagrams of the Ethernet protection 
10 system; 

FIG. 4 is a block diagram of another embodiment of the Ethernet 
protection system; 

FIG. 5 is a flow diagram illustrating line detection failure and switching; 

and 

15 FIG. 6 is a flow diagram illustrating the activation of revertive and non- 

revertive modes based on line quality data. 



DETAILED DESCRIPTION 

The Ethernet protection system protects an Ethernet line connecting two 
20 Ethernet devices against a line failure or failure of an Ethernet card connected to 
the line. Fig. 1 provides a block diagram of an Ethernet protection system 10 
protecting an Ethernet connection 20 between two Ethernet devices 30 and 40. 
The first Ethernet device 30 may be a SONET network element capable of Add- 
Drop Multiplexing (ADM), Digital Cross Connection (DCC), or both, and the 
25 second Ethernet device 40 may be an Ethernet switch. The network element 30 
includes a pair of Ethernet mapper cards 50 and 60, and each Ethernet mapper 
card 50 and 60 is connected to an Ethernet line 52 and 62, respectively. The 
Ethernet lines 52 and 62 form a parallel connection between the network element 
30 and the switch 40, The network element 30 transmits and receives data over a 
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SONET/SDH network 70. The SONET/SDH network 70 comprises other 
SONET/SDH devices and Ethernet devices, such as another network element 80, 
which also includes an Ethernet mapper card 82 that communicates with another 
Ethernet switch 90 via an Ethernet line 84. 
5 The SONET/SDH network 70 uses an STS-N frame format to transmit 

and receive data. The STS-N frame can be divided into two main areas: the 
transport overhead (TOH) and the synchronous payload envelop (SPE). The SPE 
can further be divided into the STS path overhead and the payload. The payload 
contains the data a user desires to transmit and receive over the SONET/SDH 

10 network 70. Because the SONET/SDH network 70 is a synchronous network, 
data is multiplexed into the SPE for transmission. The data can then be 
transported and switched through the SONET/SDH network 70 without having to 
be examined or demultiplexed at intermediate nodes. 

The network element 30 multiplexes and demultiplexes data transmitted 

15 over the SONET/SDH network 70. An exemplary device providing network 

element functionality is the MCN-7000 Advance Multiple Services Carrier Node 
from Marconi Communications. 

The Ethernet mapper cards 50 and 60 map Ethernet frame data into the 
SPE data and also receive Ethernet frame data from the SPE data. Thus, the 

20 network element 30 and the Ethernet mapper cards 50 and 60 allow users to 
transport Ethernet traffic across the SONET/SDH network 70. Exemplary 
Ethernet mapper cards 50 and 60 are the FastE Mapper Ethernet cards from 
Marconi Communications. 

By transporting Ethernet traffic across the SONET/SDH network 70, 

25 Ethernet data may be exchanged between the Ethernet switches 40 and 90. 

Instead of a single Ethernet line between the network element 30 and switch 40, 
however, the Ethernet lines 52 and 62 form a parallel Ethernet connection 20 
between the network element 30 and the switch 40. These Ethernet lines 52 and 
62 are illustratively a pair of 100BaseT lines. The first line 52 is designated a 

30 working line, and the second line 62 is designated a protection line. 
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Likewise, the first Ethernet mapper card 50 is designated the working 
Ethernet mapper card, and the second Ethernet mapper card 60 is designated the 
protection Ethernet mapper card. The combination of the working Ethernet 
mapper card 50 and the working line 52 is a working channel 54, and the 
5 combination of the protection Ethernet mapper card 60 and the protection line 62 
is a protection channel 64. During normal operation in which the working 
channel 54 is active, the working channel 54 is used to transmit and receive 
Ethernet traffic, and the protection channel 64 is not used to transmit and receive 
Ethernet traffic. Thus, a forwarding loop is not formed, and the Ethernet switch 

10 40 also does not require to be specially configured to accommodate the Ethernet 
protection system 10. 

The protection channel 64 is not used until a failure is detected in the 
working channel 54. Should a failure occur in the working line 52, or in the 
working Ethernet mapper card 50, traffic from the network element 30 to the 

15 Ethernet switch 40 is switched from the working channel 54 to the protection 

channel 64. When the Ethernet switch 40 receives traffic from the protection line 
62, the Ethernet switch 40 will automatically reconfigure to use the protection 
line 62 instead of the working line 52. Traffic disruption time is proportional to 
the protection switching time in the network element 30. 

20 The Ethernet protection system 10 may also be configured to be revertive, 

in which traffic is switched back to the working channel 54 once the working 
channel 54 is restored. 

Figs. 2 and 3 provide more detailed block diagrams of the Ethernet 
protection system 10. In Fig. 2, the Ethernet mapper cards 50 and 60 are 

25 connected to a cross connect switch 100. An exemplary cross connect switch 100 
is a digital cross connect device. The cross connect switch 100 is also connected 
to a communication line 102 over which STS-N data frames are transmitted to 
and received from line cards in the network element 30. The cross connect 
switch 100 also comprises switching circuitry 104 that is operable to switch the 
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connection to the communication line 102 between the working and protection 
Ethernet mapper cards 50 and 60. 

The Ethernet mapper cards 50 and 60 are operable to map Ethernet traffic 
in the upstream direction (indicated by arrow 110) into SONET payload 
5 envelopes. The cross connect switch 100 switches the SONET payloads to line 
cards operable to transmit data over optical fiber channels. In the downstream 
direction (indicated by arrow 1 12), traffic from the line card is sent form the cross 
connect switch 100 only to the Ethernet mapper connected to the communication 
line 102. As depicted in Fig. 2 5 the switching circuitry 104 has selected the 

10 working Ethernet mapper card 50 and deselected the protection Ethernet mapper 
card 60. Thus, Ethernet traffic is sent from the working Ethernet mapper card 50 
to the switch 40, as indicated by arrow 122, and traffic is sent from the Ethernet 
switch 40 to the working Ethernet mapper card 50, as indicated by arrow 120. 
The protection Ethernet mapper card 60 does not transmit Ethernet traffic, and 

15 receives only the Ethernet broadcast traffic, as indicated by arrow 124. 

During normal operation, the working Ethernet mapper card 50 transmits 
line quality data to the cross connect switch 100. The line quality data indicates 
the status of the working channel 54. The line quality data value may indicate an 
OK status, in which case the Ethernet mapper card 50 is functioning normally 

20 and data is being transmitted and received over the working line 52. The line 
quality data value may, on the other hand, indicate a FAIL status, indicating 
either a failure in the working Ethernet mapper card 50 or a failure in the working 
line 52. 

The line quality data may be transmitted in the TOH portion of the STS-N 
25 frame. In the exemplary embodiment of Figs. 1-3, the line quality data is 

transmitted in a Line Switch Configuration/Line Quality Tag (LSC/LQT) 16-bit 
data field. The LSC is stored in the most significant byte of the data field and the 
LSB is stored in the least significant byte. The LQT is inserted by the low level 
on the Ethernet mapper card 50. The TOH is read by the low level on the cross 
30 connect switch 100. 
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The cross connect switch 100 is responsible for operation of switching 
between the working Ethernet mapper card 50 and the protection Ethernet 
mapper card 60. When the cross connect switch 100 receives line quality data 
indicating that the working Ethernet mapper card 50 or the working line 52 has 
5 failed, the cross connect switch 100 switches the connection to the 

communication line 102 to the protection Ethernet mapper card 60. Thus, the 
protection Ethernet mapper card 60 is selected and the working Ethernet mapper 
card 50 is deselected. The cross connect switch 100 then activates the protection 
Ethernet mapper card 60. 

10 The Ethernet mapper cards 50 and 60 preferably have the same 

configuration. However, the Ethernet protection system 10 may be configured to 
automatically configure the protection Ethernet mapper card 60 to the same 
configuration as the working Ethernet mapper card 50 upon switching the 
connection to the communication line 102 from the working Ethernet mapper 

15 card 50 to the protection Ethernet mapper card 60. 

Fig. 3 provides a block diagram of the Ethernet protection system 10 after 
switching from the working Ethernet mapper card 50 to the protection Ethernet 
mapper card 60. Ethernet traffic is sent from the protection Ethernet mapper card 
60 to the switch 40, as indicated by arrow 122. When the Ethernet switch 40 

20 receives traffic from the protection line 62, the Ethernet switch 40 will 

automatically reconfigure its MAC to Ethernet-port table to use the protection 
line 62 instead of the working line 52. The Ethernet switch 40 then sends traffic 
to the protection Ethernet mapper card 60, as indicated by arrow 120. 

Fig. 4 provides a block diagram of another embodiment of the Ethernet 

25 protection system 10. In this embodiment, the Ethernet protection system 10 is 
implemented on a single Ethernet mapper card 70 having two available ports 72 
and 74, the first port 72 connected to the working line 52 and the second port 74 
connected to the protection line 62. The cross connect switch 100 switches 
between the working line 52 and the protection line 62 by selecting the 

30 corresponding ports 72 and 74 of the Ethernet mapper card 70. While this 
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embodiment will provide a protection channel 64 for the working channel 54 
using only one Ethernet mapper card 70, it will also introduce the possibility of a 
single point failure in the Ethernet mapper card 70 that may, in turn, prevent 
Ethernet traffic from being transmitted over both the working and protection lines 
5 52 and 62. 

Switching between the Ethernet mapper cards 50 and 60 may be 
configured to be revertive or non-revertive. When switching is configured as 
revertive, the cross connect switch 100 switches the connection to the 
communication line 102 back to the Ethernet mapper card 50 when the line 

10 quality data value indicates a recovery in the working channel 54 from the failure 
condition. When switching is configured as non-revertive, the cross connect 
switch 100 will not switch the connection to the communication line 102 back to 
the working Ethernet mapper card 50. 

Fig. 5 provides a flow diagram 400 illustrating dual Ethernet line 

15 protection switching that may be configured to be revertive or non-revertive. In 
step 402, the cross connect switch 100 receives line quality data for the working 
channel 54. In step 404, the cross connect switch 100 determines whether the 
line quality data indicates a fault or failure error state in the working channel 54. 
If there is no fault or failure error state in the working channel 54, the cross 

20 connect switch 100 maintains the connection between the communication line 
102 and the working Ethernet mapper card 50. 

However, if the line quality data indicates a fault or failure in the working 
channel 54, the cross connect switch 100 switches the connection to the 
communication line 102 to the protection Ethernet mapper card 60, as shown in 

25 step 406. The protection Ethernet mapper card 60 then transmits traffic over the 
protection channel 64. 

In step 408 the cross connect switch 100 determines whether a revertive 
option has been set. If a revertive option has not been set, line protection 
processing ends. 
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If, on the other hand, a revertive option has been set, the cross connect 
switch 100 enters a "wait to restore" mode and waits for a time T w? as shown in 
step 410. After the wait time T w has expired, the cross connect switch 100 
checks the line quality data for the working channel 54, as shown in step 412. In 
5 step 414, the cross connect switch 100 determines if the working channel 54 has 
recovered. If the working channel 54 has not recovered, steps 410, 412 and 414 
are repeated. However, if the working channel 54 has recovered, the cross 
connect switch 100 switches back to the working channel 54, as shown in step 
416. Step 402 is then repeated. 

10 In an alternative embodiment, the Ethernet protection system 10 in the 

revertive mode enters a wait to restore mode after the recovery of the working 
channel 54. After the working channel 54 has recovered, the cross connect 
switch 100 waits for a time T w before switching the connection to the 
communication line 102 from the protection Ethernet mapper card 60 back to the 

15 working Ethernet mapper card 50. 

In the embodiments described above, a default wait to restore time is 5 
minutes. The wait to restore time may be adjusted to be more or less than 5 
minutes. 

Failures in the working channel 54 may also be classified according to 
20 failure types, and the Ethernet protection system 10 may be configured to be 
revertive or non-revertive depending on the failure type indicated by the line 
quality data. For example, failures may be classified as line failures and card 
failures, and the Ethernet protection system 10 may be configured to be revertive 
for a line failure, and non-revertive for a card failure. An exemplary card failure 
25 is a power failure, which may be caused by a fault in the Ethernet mapper card 
50, by removal of the Ethernet mapper card 50 from the network element 30, or 
by other events causing loss of power or loss of the Ethernet mapper card 50 
processing. An exemplary line failure is an Ethernet UNLINK condition. 

Fig. 6 provides a flow diagram 500 illustrating the activation of revertive 
30 and non-revertive modes based on exemplary failure types. In step 502, the 
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working Ethernet mapper card 50 determines whether a fault or failure has been 
detected in the working channel 54. If no fault or failure has been detected, then 
in step 504 the line quality data is set to the status "OK." 

However, if a fault or failure has been detected in the working channel 54, 
5 the working Ethernet mapper card 50 determines the fault or failure type. If the 
fault or failure type is a card failure, the line quality data is set to a card failure 
value, as shown in step 508. The cross connect switch 100 then switches traffic 
to the protection channel 64, as shown in step 510, and the switching process then 
ends. 

10 However, if the fault or failure type is a line failure, such as an Ethernet 

UNLINK condition, the mapper card determines whether the failure persists for a 
specified period of time, as shown in step 512. In the event of a loss of signal 
(LOS) at the working Ethernet mapper card 50, an UNLINK condition is set. If 
the UNLINK condition persists for a specified time period, the line quality data 

15 may be changed from an "OK" status to an "LOS" status. The user may select the 
duration of the time period. In the embodiment of Figs. 1-3, the time period is 
defaulted to 200 milliseconds, and may be adjusted from 100 milliseconds to 1 
second. 

If the failure does not persist, the line quality data is set to the status 
20 "OK." If the failure does persist, however, the line quality data is set to a line 
failure value, as shown in step 514. The Ethernet protection system 10 then 
switches traffic to the protection channel 64, as shown in step 516, and enters a 
revertive mode in step 518. The revertive mode is as described with respect to 
steps 410 - 416 above. 

25 Switching between the working and protection Ethernet mapper cards 50 

and 60 may also be implemented manually, such as by a user command from a 
management interface. For example, if the working Ethernet mapper card 50 is 
to be temporarily removed or replaced, a user may enter a command that causes 
the cross connect switch 100 to switch the connection to the communication line 

30 102 from the working Ethernet mapper card 50 to the protection Ethernet mapper 
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card 60. Exemplary user commands include Forced Switch To Worker, Forced 
Switch To Protection, Manual Switch To Worker, Manual Switch To Protection, 
Clear, and Lock Out Of Protection. Other user commands may also be defined 
and implemented. The user commands and error states may also be prioritized to 
5 override other user commands or override the Ethernet protection system 10 
switching conditions resulting from the error states. 

The Forced Switch to Worker command causes the cross connect switch 
100 to switch to or maintain a connection from the communication line 102 to the 
working channel 54. This command is prioritized higher than error states in the 
10 line quality data and thus traffic remains on the working channel 54 regardless of 
the error state indicated by the line quality data. 

The Forced Switch to Protection command causes the cross connect 
. switch 100 to switch to or maintain a connection from the communication line 
102 to the protection channel 64. This command is prioritized higher than error 
15 states in the line quality data and thus traffic remains on the protection channel 64 
regardless of the error state indicated by the line quality data. 

The Manual Switch To Worker command causes the cross connect switch 
100 to switch to or maintain a connection from the communication line 102 to the 
working channel 54 unless a higher priority state occurs. This command is 
20 prioritized lower than error states in the line quality data and thus the cross 
connect switch 100 responds to error states even if this command has been 
issued. 

The Manual Switch To Protection command causes the cross connect 
switch 100 to switch to or maintain a connection from the communication line 
25 102 to the protection channel 64 unless a higher priority state occurs. This 

command is prioritized lower than error states in the line quality data and thus the 
cross connect switch 100 responds to error states even if this command has been 
issued. 
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The Clear command clears any of the Forced Switch To Worker, Forced 
Switch To Protection, Manual Switch To Worker, and Manual Switch To 
Protection commands entered. 

The Lock Out Protection Command locks out switching to the protection 
5 channel 64. This is the highest priority command and the Ethernet protection 

system 10 will not switch the communication line 102 from the working channel 
54 when this command has been issued. 

An exemplary priority scheme for the above-identified commands and 
error states is provided in Table 1 below. The commands and states are 
10 prioritized from 1-10, with 1 being the highest priority and 10 being the lowest 
priority. The indication field specifies the command or error state. The selected 
channel field specifies the channel selected when the command or error state is 
received. 



PRIORITY 


INDICATION 


SELECTED 
CHANNEL 


1 


LOCKOUT OF PROTECTION 


WORKING 


2 


FORCED SWITCH TO PROTECTION 


WORKING 


3 


FORCED SWITCH TO WORKING 


PROTECTION 


4 


SIGNAL FAIL WORKING 


WORKING 


5 


SIGNAL DEGRADE WORKING 


WORKING 


6 


MANUAL SWITCH TO PROTECTION 


WORKING 


7 


MANUAL SWITCH TO WORKING 


PROTECTION 


8 


WAIT TO RESTORE 


PROTECTION 


9 


DO NOT REVERT 


PROTECTION 


10 


NO REQUEST (E.G., WORKING OK AND IN REVERTIVE 
MODE; WORKING OK; PROTECTION IN NON-REVERTIVE 
MODE) 


PROTECTION 
OR WORKING 



Table 1 : Command/Error Priority Scheme 

15 

According to Table 1, if the Lockout of Protection command has been 
issued, which is the highest priority command, and a signal failure is detected in 
the working channel 54, which is a lower priority state, the Ethernet protection 
system 10 will not switch to the protection channel 54. Conversely, if a Manual 
20 Switch to Working command has been issued, and a signal failure is detected in 
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the working channel 54, which is a higher priority state, the Manual Switch to 
Working command will be ignored. 

The priority scheme, commands and error states of Table 1 are 
exemplary; other priority schemes, commands and error states may be 
5 implemented. 

The embodiments described herein are examples of structures, systems or 
methods having elements corresponding to the elements of the invention recited 
in the claims. This written description may enable those of ordinary skill in the 
art to make and use embodiments having alternative elements that likewise 
10 correspond to the elements of the invention received in the claims. The intended 
scope of the invention thus includes other structures, systems or methods that do 
not differ from the literal language of the claims, and further includes other 
structures, systems or methods with insubstantial differences from the literal 
language of the claims. 
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What is claimed is: 

1 . An Ethernet protection system, comprising: a first Ethernet 
communication device operable to be connected to first and second Ethernet lines 
forming a parallel connection and select the first Ethernet line and transmit and 

5 receive data over the first Ethernet line, and upon detecting a failure in the first 
Ethernet line, automatically select the second Ethernet line and transmit and 
receive data over the second Ethernet line. 

2. The system of claim 1 , wherein the first Ethernet communication 
device comprises: 

10 a first Ethernet card module operable to be connected to the first Ethernet 

line; 

a second Ethernet card module operable to be connected to the second 
Ethernet line; and 

a switching device connected to the first and second Ethernet card 
15 modules and a communication line, the switching device operable to switch a 

connection to the communication line between the first and second Ethernet card 
modules. 

3. The system of claim 2, wherein the switching device is further 
operable to detect a failure state from the first Ethernet card module and switch 

20 the connection to the communication line from the first Ethernet card module to 
the second Ethernet card module upon the detection of the failure state. 

4. The system of claim 3, wherein the switching device is further 
operable to detect a recovery state from the first Ethernet card module and switch 
the connection to the communication line from the second Ethernet card module 

25 back to the first Ethernet card module. 

5. The system of claim 4, further comprising a second Ethernet 
communication device operable to be connected to the first and second Ethernet 
lines and automatically configure to transmit and receive data over the Ethernet 
line selected by the first Ethernet communication device. 
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6. The system of claim 4, wherein the first and second Ethernet card 
modules are first and second Ethernet mapper cards, respectively. 

7. The system of claim 6, wherein the Ethernet mapper cards are 
operable to transmit line quality data to the switching device, the line quality data 

5 indicating the failure state or the recovery state. 

8. The system of claim 7, wherein the switching device is a digital 
cross connect switch. 

9. The system of claim 8, wherein the first Ethernet communication 
device is a Multiple Services Carrier Node. 

10 10. The system of claim 3, wherein the switching device is further 

operable to receive user commands and switch the connection to the 
communication line between the first and second Ethernet card modules based on 
the user commands. 

1 1 . The system of claim 10, wherein the user commands, failure states 
15 and recovery states are prioritized according to a priority scheme, and the 

switching device is operable to switch the connection to the communication line 
between the first and second Ethernet card modules based on the priority scheme. 

12. The system of claim 3, wherein the failure states are classified 
according to first and second failure classes, and the switching device is operable 

20 to enter a revertive mode upon detecting a failure state in the first class, and enter 
a non-revertive mode upon detecting a failure state in the second class. 

13. The system of claim 1, wherein the first Ethernet communication 
device comprises: 

an Ethernet card module operable to be connected to the first and second 
25 Ethernet lines; and 

a switching device connected to the Ethernet card module and a 
communication line, the switching device operable to switch a connection to the 
communication line between the first and second Ethernet lines connected to the 
Ethernet card module. 
30 14. The system of claim 13, wherein: 
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the Ethernet card module is further operable to detect a failure state in the 
first Ethernet line; and 

the switching device is operable to switch the connection to the 
communication line from the first Ethernet line to the second Ethernet line upon 
5 the detection of the failure state. 

1 5 . The system of claim 1 4, wherein: 

the Ethernet card module is further operable to detect a recovery state 
from the first Ethernet line; and 

the switching device is operable to switch the connection to the 
10 communication line from the second Ethernet line back to the first Ethernet line. 

16, The system of claim 15, further comprising a second Ethernet 
communication device operable to be connected to the first and second Ethernet 
lines and automatically configure to transmit and receive data over the Ethernet 
line connected to the communication line, 

15 17. The system of claim 1 6, wherein the first Ethernet communication 

device is a Multiple Services Carrier Node. 

18. An Ethernet protection system for protecting an Ethernet 
connection defined by first and second Ethernet lines forming a parallel 
connection, comprising: 

20 a first Ethernet mapper card operable to be connected to the first Ethernet 

line; 

a second Ethernet mapper card operable to be connected to the second 
Ethernet line; and 

a switching device connected to the first and second Ethernet mapper 
25 cards and a communication line, the switching device operable to switch a 
connection to the communication line between the first and second Ethernet 
mapper cards. 

19. The system of claim 18, wherein the switching device is further 
operable to detect a failure state from the first Ethernet mapper card and switch a 
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connection to the communication line from the first Ethernet mapper card to the 
second Ethernet mapper card upon the detection of the failure state. 

20. The system of claim 19, wherein the switching device is further 
operable to detect a recovery state from the first Ethernet mapper card and switch 

5 the connection to the communication line from the second Ethernet mapper card 
back to the first Ethernet mapper card. 

21 . The system of claim 20, wherein the Ethernet mapper cards are 
operable to transmit line quality data to the switching device, the line quality data 
indicating the failure state or the recovery state. 

10 22. The system of claim 21, wherein the switching device is a digital 

cross connect switch. 

23. The system of claim 22, wherein the switching device is further 
operable to receive user commands and switch the connection to the 
communication line between the first and second Ethernet mapper cards based on 

15 the user commands. 

24. The system of claim 23, wherein the user commands, failure states 
and recovery states are prioritized according to a priority scheme, and the 
switching device is operable to switch the connection to the communication line 
between the first and second Ethernet mapper cards based on the priority scheme. 

20 25. The system of claim 24, wherein failure states are classified 

according to first and second failure classes, and the switching device is operable 
to enter a revertive mode upon detecting a failure state in the first class, and enter 
a non-revertive mode upon detecting a failure state in the second class. 



WO 02/099676 



PCT/US02/17921 



1/4 




WO 02/099676 



PCT/US02/17921 




WO 02/099676 PCT/US02/17921 



3/4 



( START ) 



400 



RECEIVE LINE QUALITY 
DATA FOR WORKING CHANNEL 



402 




406 



SWITCH TO 
PROTECTION CHANNEL 




< END ) 



410 



WAIT TO RESTORE 
FOR TIME T w 



I 



Fig. 5 



RECEIVE LINE QUALITY 
DATA FOR WORKING CHANNEL 




SWITCH BACK TO 
WORKING CHANNEL 



WO 02/099676 



PCT/US02/17921 



500 



4/4 



C START ) 



508 



1 




SET LINE QUALITY 
DATA TO 'OK" 



z 



504 



POWER. 
CARD 



SET LINE QUALITY 
OATA TO CARO 
FAILURE VALUE 



510 



UNLINK 



SWITCH TO 
PROTECTION 
CHANNEL 




SET LINE QUALITY 
OATA TO LINE 
FAILURE VALUE 



( END ) 



514 



SWITCH TO 
PROTECTION 
CHANNEL 



REVERT I VE 
MOOE 



516 



518 



Fig. 6 



INTERNATIONAL SEARCH REPORT 



International application No. 
PCT/US02/ 17921 



A. CLASSIFICATION OF SUBJECT MATTER 

IPC(7) : G06F 15/16; H02H 3/05 
US CL : 709/230, 231, 232; 714/1, 2 
According to International Patent Classification (IPC) or to both national classification and IPC 

B. FIELDS SEARCHED 



Minimum documentation searched (classification system followed by classification symbols) 
U.S. : 709/230, 231, 232; 714/1, 2 



Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched 



Electronic data base consulted during the international search (name of data base and, where practicable, search terms used) 
WEST 



C. DOCUMENTS CONSIDERED TO BE RELEVANT 



Category * 



Citation of document, with indication, where appropriate, of the relevant passages 



Relevant to claim No. 



A 

A,P 



US 5,648,956 A (SAMBAMURTHY et al) 15 July 1997 (15.07.1997). 
US 2002/0080575 Al (NAM et al) 27 June 2002 (27.06.2002). 



□ 



Further documents are listed in the continuation of Box C. 



□ 



See patent family annex. 



* Special categories of cited documents: 

"A" document defining the general state of the art which is not considered to be 
of particular relevance 

"E" earlier application or patent published on or after the international filing date 

"L" document which may throw doubts on priority claim(s) or which is cited to 

establish the publication date of another citation or other special reason (as "Y" 
specified) 

"O* document referring to an oral disclosure, use. exhibition or other means 

"P" document published prior to the international filing date but later than the 
priority date claimed 



later document published after the international filing date or priority 
date and not in conflict with the application but cited to understand the 
principle or theory underlying the invention 

document of particular relevance: the claimed invention cannot be 
considered novel or cannot be considered to involve an inventive step 
when the document is taken alone 

document of particular relevance: the claimed invention cannot be 
considered to involve an inventive step when the document is 
combined with one or more other such documents, such combination 
being obvious to a person skilled in the art 

document member of the same patent family 



Date of the actual completion of the international search 
01 August 2002 (01.08.2002) 


Date of mailing of the international search report 

3 0 AUG 9002 


Name and mailing address of the ISA/US 
Commissioner of Patents and Trademarks 
Box PCT 

Washington. D.C. 20231 
Facsimile No. (703)305-3230 


Authorized officer LUUC 
Meng-Ai T An „ 

Telephone No. (IpfM^O # /fUo&h^y 



Form PCT/ISA/210 (second sheet) (July 1998) 



